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most 1mportant message to take from thls gulde is that fraud prevent1on and detectlon must be a part of
h employee sjob. We need to remlnd employees of the. competmg respons1b111t1es of treating taxpayers as
mers whlle 31multaneously mamtammg a skept1cal eye for those who are attempting to defraud us. As
"ology contmues to. prov1de us with new tools to do our jobs, it provides those who would defraud us with
€se same tools Information security competes with hackers who try to break into our systems. Social
1gineers will lmk bits of public information into a web of lies that will make them appear credible. They will
‘pt to use our employees to defraud us.

' ust not:.beco‘me comp'laCer‘it.‘ -

porate mto your busmesses practices or performance metrics procedures to detect and prevent fraud.
ope this document helps in that effort. As always, thoughts and comments on how to improve this
ument and tools to assist in detecting fraud are always welcome.

Martin J Benison
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What Is Fraud?

here are a number of dlfferent deﬁnltlons,, bu : frau‘,
eception to secure an unfair ‘gain. ThlS could be a monetary, co
t:ype of advantage that 1S unlawful ST » ‘

'hat are some of the common types of fraud*-_that-‘f*gov
perience? S '

- Bid Rigging

Bribery ,

- Conflicts of Interest | S
Mmonty Busmess Enterprlse e Dlsadvantag d Busmes

| Women—Owned Busmess Enterprlse Fraud -

Kickbacks or Unlawful “pay to play™ =~

 Materials, Equlpment and Supphes Overcharg1

Product Substltutlon
Quahty—Control Testlng

~Time Overchargmg o

Unlawful Use of Pubhc Assets




| “Red Flag” or Fraud Ind1cators

ed ﬂag md1cators are activities that may mdlcate trouble In any process. |

hese are best described as clues or hints that- somethmg outside the norm is/has

ccurred and that a closer look at an area or act1v1ty 1s requ1red These 1nd1cators
lude but are not 11m1ted to | o S '

Red Flag” or Fraud Indlcators - B1d nggmg andlCollusmn

| b1d r1ggmg and collus1on contractors m1srepresent that they are competmg
rainst each other When in fact they have agreed to cooperate on the W1nn1ngqb1df
ncrease _]Ob proﬁt » g : »

i'Unusual b1d patterns too close too h1gh round numbers or 1dent1cal
winning: margms or percentages PR S
Different contractors. makmg 1dentlcal errors in contract b1ds
- B1d prices droppmg when a new b1dder enters the compet1t10n e :
" Rotat1on of winning bldders by Job,;:type of | ork or geograph1cal area
Losing b1dders hired as subcontractors fut i SR A
 Apparent - connecttons between b1dder \ Hcommon :addreSses, perso’nnel,’ or
telephone numbers L S R o
, Losmg bldders subm1tt1ng 1dentlcal lme 1tem
~ bid amounts on non-standard items
"}Pers1stent high pr1ces by all b1dders
Joint Venture b1ds by ﬁrms that usually b1d
alone | |
Losing bids do not comply with bid
specifications or only one bid is complete and
~ other bids are poorly prepared
“Sole sourcing” increases the likelihood of F
- fraud, waste and abuse.




Red Flg? o Fraud Tnctors - Dby

Bribery occurs when a cont acfor m1srepresents the cost of perfc
mpensating a public official for perm1tt1ng contract ove",_h
yntractor proﬁt These 1ndrcators 1nclude but are not 11m1ted to:

A public ofﬁc1al or employee has a lrfestyle that exceed his
Oversight officials socialize with, or have busrness ‘relat;
contractors or their families i '

Involvement of an unnecessary m1ddleman orf_broker
A contractlng employee declmes a promot1onl 0.a:not
A contractmg employee 1ns1sts contractor
- broker ) . 2
A contractmg employee shows a keen interest in th
purchase order to a partlcular contractoror’ Vendor_
A contract change order lacks sufficient justification

Other 1nspectors at the jOb 81te ?'not1c'
treatment | .




3 “Red Flag” or Fraud Indicators — ‘Conﬂicts of Interest

}fraud inVOIVing conflict of interest, a public official misrepresents that he or she
1mpart1al in business " decisions when he or she has an undisclosed financial
terest ina contractor or. consultant These 1nd1cators mclude but are not l1m1ted

. Unexplamed or unusual favor1t1sm shown to a partlcular contractor or
~ consultant | : , , , -

A pubhc ofﬁ01al dlsclosmg conﬁdent1al b1d 1nformat1on to a contractor or =
‘assisting the contractor in preparmg the bid

‘A public ofﬁc1al havmg discussions about employment w1th a current or
prospectlve contractor or consultant -

A close soc1ahzat1on ‘with and acceptance. of 1nappropr1ate g1fts travel or -

~ fair market Value ot , , | A 2 S
A Vendor or consultant address bemg mcomplete or matchmg an employee S ;‘ |
'i’,»address ST SR . T L RN T T RO
.,b'A publlc ofﬁc1al leasmg or _rentmg equrpment to a contractor for performmgf
‘contract work o U S '

A contractmg or purchasmg employee l1ves beyond h1s or her means

A publ1c official who is named as a de51gnated employee fails to file Conflict
~ of Interest or Flnan01al Disclosure forms 1n accordance with Massachusetts
General Laws Chapter 268B | |

A publrc employee declmes promot1on from a procurement position

| “entertainment from_ a contractor or the abllrty to purchase such 1tems at belowj_': s




-‘Red Flag” or Fraud Indicators —
lnorlty Business Enterprlse/Dlsadvantaged Busmess Enterprls
usmess Enterprise Fraud | | S |

der thls scheme a contractor mrsrepresents who performed the €0 tract work

iA situation Where employees are shutthng back and
contractor and a MBE/WBE/ DBE busmess__payrolls k

‘['A prlme contractor always uses the sa e?MBE/WBE/ DBE

Financial ownershlp agreements betWeen prime and MBE/WBE/DBE
‘contractors exist beyond the contractual relat1onsh1p

Joint’ bank accounts ex1st between prime contractor and MBE/WBE/DBE
subcontractors

- An absence of Wr1tten contracts between prime and sub-contractors




“Red Flag” or Fraud Indlcators - K1ckbacks or Unlawful “pay to play”

k1ckback schemes a contractor or subr'ontractor mrsrep esents fhe cost of
erformmg work by secretly paying a fee for being awarded the contract, therefore
fﬂatmg the JOb cost to the government ‘These indicators include, but are not
mltedto : N TN,

-’Unexplalned or unreasonable 11m1tat1ons on the number of potentlal sub— N
~contractors contracted for bid or offer -
Contmulng awards to subcontractors with poor performance records

“No-value-added” technical specrﬁcatrons that dictate: contract awards to
partlcular companies |

3Non-qua11ﬁed and/ or unhcensed sub—contractors workmg on prime contracts '
Poor or no establrshed contractor procedures for awardlng of subcontracts .
: ‘through competltron | o

Lack of separation of dutres between purchasmg, recelvmg, and stormg Cl
Purchasmg employees mamtarnlng a standard of 11V1ng exceedmg thelrc -
vmcome | R S |




l.if“Red Flag” or Fraud Indicators — Commodltles, Materlal ?‘qull
Supplles Overcharglng

nder this fraud scheme, a contractor mlsrepresents how muchvc
n-construction materials, commodities, equ1pment and/or supplies
ed on the job to increase profit. :

Discrepancies are present between contractor - provided quanti
| documentatlon and observed data compared 0 amounts reqt
required ' . |
~ Arefusal or 1nab111ty to prov1de supportlng doc ""menta |
: Photocopies of documentation are submitted when orlgrnals
- The contractor resists inspection dur1ng the _]Ob ordellveryjrp
| Packmg lists, bills of ladlng, ‘other shlpplng and rece ipt
~ or missing information
| Irregularltles in standard statronery or other contractor'document tha
used to calculate payments RN
 An unusually hlgh volume of purchases from one 'Vendor
Invoiced goods cannot be located in 1nventory_or accounted fo
" Not taklng advantage of contracted discounts or volume purct
The acqulsltlon pr1ce is not easﬂy drscernahle




“Red Flag” or Fraud Indlcators — ProductSubstltutlon B

‘a fraud scheme 1nvolvmg ‘product substltutlon

are not 11m1ted to

Mlsmarklng or mlslabehng of products and materlals
A contractor that restricts or aV01ds 1nspectlon of goods upon dehvery

A contractor refuses to prov1de supportmg documentatlon regardmg |
productlon or manufacturmg ' : ,

| Photocoples of necessary certlﬁcatlon dehvery""i and product1on records ex1st' -
where orlgmals are expected : : , . |

’, "Irregularltles in s1gnatures dates , or quantltle ondehvery documents ‘

A high rate of reJ ectlons returns or fallures L

| Cert1ﬁcat10ns requ1red in the contract are no 51gned

A contractor offers to select samples for testing “programs

' A suppher entertams or prov1des gratumes tc _‘ procurement personnel

~ Vendor fails to supply Warranty mformatlon Pl o - ‘

*Vendor fa11s to apply manufacturers rebates/dlscounts towards ﬁnal costs

<11 -

"contractor mrsrenresents the
,roduct used in order to reduce costs for materlals These md1cators 1nc1ude buti’}?






